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RULES  AND  REGULATIONS 


Title  28 — Judicial  Administration 
CHAPTER  I— DEPARTMENT  OF  JUSTICE 

PART  20— CRIMINAL  JUSTICE 
INFORMATION  SYSTEMS 

On  May  20. 1975,  regulations  were  pub¬ 
lished  in  the  Federal  Register  (40  FR 
22114)  relating  to  the  collection,  storage, 
and  dissemination  of  criminal  history 
record  information.  Amendments  to 
these  regulations  were  proposed  Octo¬ 
ber  24.  1975  (40  FR  49789)  based  upon 
a  re-evaluation  of  the  dedication  re¬ 
quirement  contained  in  §  20.21(f).  Hear¬ 
ings  on  the  proposed  changes  were  held 
November  17,  18,  21  and  December  4, 
1975.  In  addition,  hearings  were  held  to 
consider  changes  to  the  dissemination 
provisions  of  the  regulations  (40  FR 
52846).  These  hearings  were  held  De¬ 
cember  11,  12  and  15,  1975,  to  consider 
comments  from  interested  parties  on  the 
limitations  placed  on  dissemination  of 
criminal  history  record  information  to 
non-criminal  justice  agencies.  The  pur¬ 
pose  of  the  hearings  was  to  determine 
whether  the  regulations,  as  they  were 
drafted,  appropriately  made  the  Ixilance 
between  the  public’s  right  to  know  such 
information  with  the  individual’s  right 
of  privacy. 

As  a  result  of  these  hearings  modifica¬ 
tions  to  the  regulations  have  now  been 
made  to  better  draw  this  balance.  The 
regulations  are  based  upon  section  524 
(b)  of  the  Crime  Control  Act  of  1973 
which  provides  in  relevant  part: 

"All  criminal  history  information  collected, 
stored  or  disseminated  through  support 
under  this  title  shall  contain,  to  the  maxi¬ 
mum  extent  feasible,  disposition  as  well  as 
arrest  data  where  arrest  data  is  Included 
therein.  Tlie  eollection,  storage,  and  dissem¬ 
ination  of  such  information  shall  take  place 
under  procedures  reasonably  designed  to  in¬ 
sure  that  all  such  information  is  kept  cur¬ 
rent  therein;  the  Administration  shall  assure 
that  the  security  and  privacy  of  all  informa¬ 
tion  is  adequately  provided  for  and  that  in¬ 
formation  shall  only  be  used  for  law  en¬ 
forcement  and  criminal  justice  and  other 
lawful  purposes.  In  addition,  an  individual 
who  believes  that  criminal  history  informa¬ 
tion  concerning  him  contained  in  an  auto¬ 
mated  system  is  inaccxurate.  Incomplete,  or 
maintained  in  violation  of  this  title,  shall, 
upon  satisfactory  verification  of  bis  iden¬ 
tity.  be  entitled  to  review  such  information 
and  to  obtain  a  copy  of  it  for  the  purpose  of 
challenge  or  correction.’’ 

The  regulations,  as  now  amended,  pro¬ 
vide  that  conviction  data  may  be  dis¬ 
seminated  without  limitation;  that  crim¬ 
inal  history  record  Information  relating 
to  the  offense  for  which  an  individual  is 
currently  within  the  criminal  justice  sys¬ 
tem  may  be  disseminated  without  limita¬ 
tions.  Insofar  as  nonconviction  record  in¬ 
formation  is  concerned  (nonconvicticm 
data  is  defined  in  §  20.20  (k) ) ,  the  regula¬ 
tions  require  that  after  December  31, 
1977,  most  non-criminal  Justice  access 
would  require  authorization  pursuant  to 
a  statute,  ordinance,  executive  order  or 
court  rule,  decision  or  order.  The  regula¬ 
tions  no  longer  require  express  authority, 
that  is  specific  language  in  the  author¬ 
izing  statute  or  order  requiring  access  to 
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such  Infonnatlon,  but  only  that  such  dis¬ 
semination  is  pursuant  to  and  can  be 
construed  from  the  general  requirement 
in  the  statute  or  order.  Such  statutes  In¬ 
clude  State  public  record  laws  which 
have  been  interpreted  by  a  State  to  re¬ 
quire  that  criminal  history  record  infor¬ 
mation,  including  nonconviction  infor¬ 
mation,  be  made  available  to  the  public. 
Determinations  as  to  the  purposes  for 
which  dissemination  of  criminal  history 
record  information  is  authorized  by  State 
law,  executive  order,  local  ordinance, 
court  rule,  decision  or  order  will  be  made 
by  the  appropriate  State  or  local  officials. 
The  deaiine  of  December  31,  1977,  will 
permit  States  to  obtain  the  authority,  as 
Uiey  believe  necessary,  to  disseminate 
nonconviction  data. 

The  regulations,  as  now  amended,  re¬ 
move  the  prohibition  that  criminal 
history  record  information  in  court  rec¬ 
ords  of  public  judicial  proceedings  can 
only  be  accessed  on  a  chronological  basis. 
5  20.20(b)(3)  deletes  the  words  “com¬ 
piled  chronologically’’.  Therefore,  court 
records  of  public  judicial  proceedings 
whether  accessed  on  a  chronological 
basis  or  on  an  alphabetical  ba.sis  are  not 
covered  by  the  regulations. 

In  addition,  the  regulations  would  not 
prohibit  the  dissemination  of  criminal 
history  record  information  for  purposes 
of  international  travel  (Issuance  of  visas 
and  granting  of  citizenship).  The  com¬ 
mentary  on  selected  portions  of  the  reg¬ 
ulations  have  been  amended  to  conform 
to  the  changes. 

Pursuant  to  tlie  authority  vested  in  the 
Law  Enforcement  Assistance  Adminis¬ 
tration  by  sections  501  and  524  of  the 
Omnibus  Crime  Control  and  Safe  Streets 
Act  of  1968,  as  amended  by  the  Crime 
Control  Act  of  1973,  Pub.  L.  93-83,  87 
Stat  197  (42  U.S.C.  3701  et  seg.)  (Aug.  6, 
1973),  these  amendments  to  Chapter  I 
of  Title  28  of  the  Code  of  Federal  Regu¬ 
lations  are  hereby  adopted  to  become 
final  on  April  19,  1976.  Hiese  amend¬ 
ments  only  amend  subparts  A  and  B. 
Subpart  C  remains  the  same. 

Subpart  A — General  Provisions 

Sec. 

20.1  Purpose. 

20.2  Authority. 

20.3  Definitions. 

Subpait  B  -'State  and  Local  Criminal  History 
Record  Information  Systems 

20.20  Applicability. 

20.21  Preparation  and  submission  of  a 

Criminal  History  Record  Informa¬ 
tion  Plan. 

2022  Certification  of  Compliance. 

20.23  Documentation;  Approval  by  LEAA. 

20.24  State  laws  on  privacy  and  security. 

20.25  Penalties. 

Subpart  C — Federal  System  and  Interstate 
Exchange  of  Crfminal  History  Record  Information 

20.30  Applicability. 

20.31  BeeponslbUitles. 

20.32  Includable  offenses. 

20.33  Dissemination  of  criminal  history 

record  information. 

20.34  Individual's  right  to  access  criminal 

history  record  Information. 

20.35  National  Crime  Information  Center 

Advisory  Policy  Board. 

20.36  Participation  In  the  CcHnputerlzed 

Criminal  History  Program. 


Sec. 

20.37  Rcspoiuilbllity  for  accuracy,  com¬ 

pleteness,  currency. 

20.38  Sanction  for  noncumpliance. 

Authouity;  Pub.  L.  93-83,  87  Stat.  197  (42 
DSC  3701,  ct  seq:  28  DSC  534) ,  Pub.  L.  92-544, 
86  Stat.  1115 

Subpart  A — General  Provisions 
§  20.1  Purpose. 

It  is  tlie  purpose  oT  Uiese  regulations 
to  assure  that  criminal  history  record  in¬ 
formation  wherever  it  appears  is  col¬ 
lected,  stored,  and  disseminated  in  a 
manner  to  insure  the  completene.ss,  in¬ 
tegrity,  accuracy  and  security  of  such 
information  and  to  protect  individual 
privacy. 

§  20.2  Auliiorily. 

'These  regulations  are  issued  pui'suant 
to  sections  501  and  524(b)  of  the  Omni¬ 
bus  Crime  Conti'ol  and  Safe  Streets  Act 
of  1968,  as  amended  by  the  Crime  Con¬ 
trol  Act  of  1973,  Pub.  L.  93-83,  87  Stat. 
197,  42  use  3701,  et  seg.  (Act).  28  USC 
534,  and  Pub.  L.  92-544,  86  Stat.  1115. 

§  20.3  Drfinilionf). 

As  used  in  these  regulations: 

(a)  "Criminal  history  record  informa- 
tiem  system”  means  a  system  including 
the  equipment,  facilities,  ‘  procedures, 
agreements,  and  organizations  thereof, 
for  the  collection,  processing,  preserva¬ 
tion  or  dissemination  of  criminal  history 
record  information. 

(b)  “Criminal  history  record  informa¬ 
tion”  means  information  collected  by 
criminal  justice  agencies  on  individuals 
consisting  of  identifiable  descriptions  and 
notations  of  arrests,  detentions,  indict¬ 
ments,  informations,  or  other  formal 
criminal  charges,  and  any  disposition, 
arising  therefrwn,  sentencing,  correc¬ 
tional  supervision,  and  release,  Tlie  term 
does  not  include  identification  informa¬ 
tion  such  as  fingerprint  records  to  the 
extent  that  su<jh  Information  does  not 
indicate  involvement  of  the  individual  in 
the  criminal  justice  system. 

<c)  “Criminal  justice  agency”  means; 
(1)  courts;  (2)  a  government  agency  or 
any  subunit  thereof  which  performs  the 
administration  of  criminal  justice  pur¬ 
suant  to  a  statute  or  executive  order,  and 
which  allocates  a  substantial  part  of  its 
annual  budget  to  the  administration  of 
criminal  justice. 

(d)  The  “administration  of  criminal 
Justice”,  means  performance  of  any  of 
the  following  activities,  detection,  ap¬ 
prehension,  detention,  pretrial  release, 
post-trial  release,  prosecution,  adjudica¬ 
tion,  correctional  supervision,  or  rehabili¬ 
tation  of  accused  persons  or  criminal  of¬ 
fenders.  Tbe  administration  of  criminal 
justice  shall  include  criminal  identifica¬ 
tion  activities  and  the  collection,  storage, 
and  dissemination  of  criminal  history 
record  information. 

(e)  “Disposition”  means  information 
disclosing  that  criminal  proceedings  have 
been  concluded,  induing  information 
disclosing  that  the  police  have  elected 
not  to  refer  a  matter  to  a  prosecutor  or 
that  a  prosecutor  has  elected  not  to  com- 
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mence  criminal  proceedings  and  also  dis¬ 
closing  the  nature  of  the  termination  in 
the  proceedings;  or  Information  disclos¬ 
ing  that  proceedings  have  been  indefi¬ 
nitely  postponed  and  also  disclosing  the 
reason  for  such  postponement.  Disposi¬ 
tions  shall  include,  but  not  be  limited  to, 
acquittal,  acquittal  by  reason  of  insan¬ 
ity,  acquittal  by  reason  of  mental  in¬ 
competence,  case  continued  without 
finding,  charge  dismissed,  charge  dis¬ 
missed  due  to  insanity,  charge  dismissed 
due  to  mental  incompetency,  charge  still 
pending  due  to  Instanity,  charge  still 
pending  due  to  mental  incompetence, 
guilty  plea,  nolle  prosequi,  no  paper,  nolo 
contendere  plea,  convicted,  youthful  of¬ 
fender  determination,  deceased,  deferred 
disposition,  dismissed— -dvll  action, 
foimd  Insane,  found  mentally  Incom¬ 
petent,  pardoned,  probation  before  con¬ 
viction.  sentence  commuted,  adjudica¬ 
tion  withheld,  mistrial — defendant  dis¬ 
charged,  executive  clemency,  placed  on 
probation,  paroled,  or  released  from  cor¬ 
rectional  supervision. 

(f)  “Statute”  means  an  Act  of  Con¬ 
gress  or  State  legislature  of  a  provision 
of  the  Constitution  of  the  United  States 
or  of  a  State. 

(g)  "State”  means  any  State  of  the 
United  States,  the  District  of  Columbia, 
the  Commonwealth  of  Puerto  Rico,  and 
any  territory  or  possession  of  the  United 
States. 

(h)  An  "executive  order”  means  an 
order  of  the  President  of  the  United 
States  or  the  Chief  Executive  of  a  State 
which  has  the  force  of  law  and  which  Is 
published  in  a  manner  permitting  regu¬ 
lar  public  access  thereto. 

(1)  "Act”  means  the  Omnibus  Crime 
Control  and  Safe  Streets  Act,  42  USC 
3701,  et  seq.,  as  amended. 

(j)  "Department  of  Justice  criminal 
history  record  information  system” 
means  the  Identification  Division  and 
the  Computerized  Criminal  History  File 
systems  operated  by  the  Federal  Bu¬ 
reau  of  Investigation. 

(k)  "Nonconviction  data”  means  ar¬ 
rest  information  without  disposition  if 
an  interval  of  one  year  has  elapsed  from 
the  date  of  arrest  and  no  active  prosecu¬ 
tion  of  the  charge  Is  pending;  or  infor¬ 
mation  disclosing  that  the  police  have 
elected  not  to  refer  a  matter  to  a  prose¬ 
cutor,  or  that  a  prosecutor  has  elected 
not  to  commence  criminal  proceedings, 
or  that  proceedings  have  been  indefinitely 
postponed,  as  well  as  all  acquittals  and 
all  dismissals. 

(l)  “Direct  access”  means  having  the 
authority  to  access  the  criminal  history 
record  data  base,  whether  by  manual  or 
automated  methods. 

Subpart  B — State  and  Local  Criminal 

History  Record  Information  ^sterns 

§  20.20  Applirability. 

(a)  The  regulations  in  this  subpart 
apply  to  all  State  and  local  agencies  and 
individuals  collecting,  storing,  or  dis¬ 
seminating  criminal  history  record  infor¬ 
mation  processed  by  manual  or  auto¬ 
mated  operations  where  such  collection, 
storage,  or  dissemination  has  beat 
funded  in  whole  or  In  part  with  funds 


made  available  by  the  Law  Enforcement 
Assistance  Administration  subsequent  to 
July  1,  1973,  pursuant  to  Title  I  of  the 
Act.  Use  of  Information  obtained  from 
the  FBI  Identification  Division  or  the 
FBI/NCIC  system  shall  also  be  subject 
to  limitations  contained  In  Subpart  C. 

(b)  The  regulations  In  this  subpart 
shall  not  apply  to  criminal  history  record 
information  contained  In:  (1)  posters, 
annoimcements,  or  lists  for  identifying 
or  apprehending  fugitives  or  wanted  per¬ 
sons;  (2)  original  records  of  entry  such 
as  police  blotters  maintained  by  criminal 
Justice  agencies,  compiled  chronologically 
and  required  by  law  or  long  standing  cus¬ 
tom  to  be  made  public.  If  such  records 
are  organized  on  a  chronological  basis; 
(3)  court  records  of  public  Judicial  pro¬ 
ceedings;  (4)  published  court  or  admin¬ 
istrative  opinions  or  public  Judicial,  ad¬ 
ministrative  or  legislative  proceedings; 
(5)  records  of  traffic  offenses  maintained 
by  State  departments  of  transportation, 
motor  vehicles  or  the  equivalent  thereof 
for  the  purpose  of  regulating  the  Is¬ 
suance,  suspension,  revocation,  or  re¬ 
newal  of  driver’s,  pilot’s  or  other  opera¬ 
tors’  licenses:  (6)  announcements  of  ex¬ 
ecutive  clemency. 

(c)  Nothing  in  these  regulations  pre¬ 
vents  a  criminal  Justice  agency  from  dis¬ 
closing  to  the  public  criminal  history  rec¬ 
ord  information  related  to  the  offense 
for  which  an  individual  is  currently 
within  the  criminal  Justice  system.  Nor 
is  a  criminal  Justice  agency  prohibited 
from  confirming  prior  criminal  history 
record  information  to  members  of  the 
news  media  or  any  other  person,  upon 
specific  inquiry  as  to  whether  a  named 
individual  was  arrested,  detained,  in¬ 
dicted,  or  whether  an  Information  or 
other  formal  charge  was  filed,  on  a  spec¬ 
ified  date,  if  the  arrest  record  informa¬ 
tion  or  criminal  record  Information  dis¬ 
closed  Is  based  on  data  excluded  by  para¬ 
graph  (b)  of  this  section.  The  regula¬ 
tions  do  not  prohibit  the  dissemination 
of  criminal  history  record  information 
for  purposes  of  International  travel,  such 
as  issuing  visas  and  granting  of  citizen¬ 
ship. 

§  20.21  Preparution  and  8ubnii.>iMion  of  a 
Criininul  History  Record  Tiiforiiiulioii 
Plan. 

A  plan  shall  be  submitted  to  LEAA  by 
each  State  on  March  16, 1976,  to  set  forth 
all  operational  procedures,  except  those 
portions  relating  to  dissemination  and 
security,  A  supplemental  plan  covering 
these  portions  shall  be  submitted  no  later 
than  90  days  after  promulgation  of  these 
amended  regulations.  The  plan  shall  set 
forth  operational  procedures  to — 

(a)  Completeness  and  accuracy.  Insure 
that  criminal  history  record  information 
is  complete  and  accurate. 

(1)  Complete  records  should  be  main¬ 
tained  at  a  central  State  repository.  To 
be  complete,  a  record  maintained  at  a 
central  State  repository  which  contains 
information  that  an  individual  has  been 
arrested,  and  which  Is  available  for  dis¬ 
semination.  must  contain  information  of 
any  dispositions  occurring  within  the 
State  within  90  days  after  the  disposi¬ 


tion  has  occurred.  The  above  shall  apply 
to  all  arrests  occurring  subsequent  to  the 
effective  date  of  these  regulations.  Pro- 
cediues  shall  be  established  for  criminal 
Justice  agencies  to  query  the  central  re¬ 
pository  prior  to  dissemination  of  any 
criminal  history  record  Information  to 
assiue  that  the  most  up-to-date  disposi¬ 
tion  data  is  being  us^.  Inquiries  of  a 
central  State  repository  shall  be  made 
prior  to  any  dissemination  except  in 
those  cases  where  time  is  of  the  essence 
and  the  repository  is  technically  incapa¬ 
ble  of  responding  within  the  necessary 
time  period. 

(2)  To  be  accurate  means  that  no  rec¬ 
ord  containing  criminal  history  record 
information  shall  contain  erroneous  in¬ 
formation.  To  accomplish  this  end,  crimi¬ 
nal  Justice  agencies  shall  Institute  a  proc¬ 
ess  of  data  collection,  entry,  storage,  and 
systematic  audit  that  will  minimize  the 
possibility  of  recording  and  storing  in¬ 
accurate  information  and  upon  finding 
inaccurate  information  of  a  materisd 
nature,  shall  notify  all  criminal  Justice 
agencies  known  to  have  received  such 
information. 

(b)  Limitations  on  dissemination.  By 
December  31.  1977,  insure  that  dissemi¬ 
nation  of  nonconviction  data  has  been 
limited,  whether  directly  or  through  any 
intermediary  only  to: 

(1)  Criminal  Justice  agencies,  for  pur¬ 
poses  of  the  administration  of  criminal 
Justice  and  criminal  Justice  agency  em¬ 
ployment; 

(2)  Individuals  and  agencies  for  any 
purpose  authorized  by  statute,  ordinance, 
executive  order,  or  court  rule,  decision, 
or  order,  as  construed  by  appropriate 
State  or  local  officials  or  agencies; 

(3)  Individuals  and  agencies  pursuant 
to  a  specific  agreement  with  a  criminal 
Justice  agency  to  provide  services  re¬ 
quired  for  the  administration  of  criminal 
Justice  pursuant  to  that  agreement.  The 
agreement  shall  specifically  authorize 
access  to  data,  limit  the  use  of  data  to 
purposes  for  which  given.  Insure  the  se¬ 
curity  and  confidentiality  of  the  data 
consistent  with  these  regulations,  and 
provide  sanctions  for  violation  thereof: 

(4)  Individuals  and  agencies  for  the 
express  purpose  of  research,  evaluative, 
or  statistical  activities  pursuant  to  an 
agreement  with  a  criminal  Justice  agen¬ 
cy.  The  agreement  shall  specifically  au¬ 
thorize  access  to  data,  limit  the  use  of 
data  to  research,  evaluative,  or  statis¬ 
tical  purposes,  insure  the  confidential¬ 
ity  and  security  of  the  data  consistent 
with  these  regulations  and  with  section 
524(a)  of  the  Act  and  any  regulations 
implementing  section  524(a),  and  pro¬ 
vide  sanctions  for  the  violation  thereof. 

These  dissemination  limitations  do  not 
apply  to  conviction  data. 

(c)  General  policies  on  use  and  dis¬ 
semination.  (1)  Use  of  criminal  history 
record  information  disseminated  to  non¬ 
criminal  Justice  agencies  shall  be  limited 
to  the  piupose  for  which  it  was  given. 

(2)  No  agency  or  individual  shall  con¬ 
firm  the  existence  or  nonexistence  of 
criminal  history  record  information  to 
any  person  or  agency  that  would  not  be 
eligible  to  receive  the  Information  itself. 
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(3)  Subsection  (b)  does  not  mandate 
dlss«nlnatlon  of  criminal  history  record 
Information  to  uiy  agency  or  IndlvlduaL 
States  and  local  governments  will  deter¬ 
mine  the  purposes  for  which  dissemina¬ 
tion  of  criminal  history  record 
information  Is  authorized  State  law, 
executive  order,  local  ordinance,  court 
rule,  decision  or  order. 

(d)  Juvenile  records.  Insure  that  dis¬ 
semination  of  records  concerning  pro¬ 
ceedings  relating  to  the  adjudication  of 
a  juvenile  as  delinquent  or  in  need  or 
supervision  (or  the  equivalent)  to  non- 
criminal  justice  agencies  is  prohibited, 
unless  a  statute,  court  order,  rule  or  court 
decision  specifically  authorizes  dissemi¬ 
nation  of  juvenile  records,  except  to  the 
same  extent  as  criminal  history  records 
may  be  disseminated  as  provided  In 
S  20.21(b)  (3)  and  (4). 

(e)  Audit.  Insure  that  annual  audits  of 
a  representative  sample  of  State  and 
local  criminal  justice  agencies  chosen  on 
a  random  basis  shall  be  conducted  by  the 
State  to  verify  adherence  to  these  regula¬ 
tions  and  that  appropriate  records  shall 
be  retained  to  facilitate  such  audits.  Such 
records  shall  Include,  but  are  not  limited 
to,  the  names  of  all  persons  or  agencies 
to  whom  information  is  disseminated  and 
the  date  upon  which  such  information 
Is  disseminated.  The  reporting  of  a  crim¬ 
inal  justice  transaction  to  a  State,  local 
or  Federal  repository  is  not  a  dissemina¬ 
tion  of  Information. 

(f)  Security.  Wherever  criminal  his¬ 
tory  record  information  is  collected, 
stored,  or  disseminated,  each  State  shall 
Insure  that  the  following  requirements 
are  satisfied  by  security  standards  estab¬ 
lished  by  State  legislation,  or  In  the  ab¬ 
sence  of  such  legislation,  by  regulations 
approved  or  Issued  by  the  Governor  of 
the  State. 

(1)  Where  computerized  data  process¬ 
ing  Is  employed,  effective  and  techno¬ 
logically  advanced  software  and  hard¬ 
ware  designs  are  instituted  to  prevent 
unauthorized  access  to  such  information. 

(2)  Access  to  criminal  history  record 
Information  system  facilities,  systems 
operating  environments,  data  file  con¬ 
tents  whether  while  In  use  or  when  stored 
In  a  media  library,  and  system  documen¬ 
tation  Is  restricted  to  authorized  organi¬ 
zations  and  personnel. 

(3)  (A)  Computer  operations,  whether 
dedicated  or  shared,  which  support  crim¬ 
inal  justice  information  systems,  operate 
In  a(x;ordance  with  procedures  developed 
or  approved  by  the  participating  crim¬ 
inal  justice  agencies  that  assure  that: 

(1)  C^riminal  history  record  Informa¬ 
tion  Is  stored  by  the  computer  In  such 
maimer  that  it  cannot  be  modified,  de¬ 
stroyed,  accessed,  changed,  purged,  or 
overlaid  in  any  fashion  by  non-criminal 
justice  terminals. 

(il)  Operation  programs  are  used  that 
will  prohibit  Inquiry,  record  updates,  or 
destruction  of  record,  from  any  terminal 
other  than  criminal  justice  system  ter¬ 
minals  which  are  so  designated. 

(Ill)  'Hie  destruction  of  records  Is 
limited  to  designated  terminals  imder  the 
direct  control  of  the  criminal  justice 
agency  responsible  for  creating  or  stor¬ 


ing  the  criminal  history  record  Informa- 
tlcm. 

(Iv)  Operational  programs  are  used  to 
detect  and  store  for  the  output  of  desig¬ 
nated  criminal  justice  agency  employees 
all  unauthorized  attempts  to  penetrate 
smy  criminal  history  record  Information 
system,  program  or  file. 

(V)  The  programs  specified  in  (il)  and 
(Iv)  of  this  subsection  are  known  only 
to  criminal  justice  agency  employees  re¬ 
sponsible  for  criminal  history  record  in¬ 
formation  system  control  or  individuals 
and  agencies  pursuant  to  a  specific  agree¬ 
ment  with  the  criminal  justice  agency 
to  provide  such  programs  and  the  pro- 
gram(s)  are  kept  continuously  under 
maximum  security  conditions. 

(Vi)  Procedures  are  Instituted  to  as¬ 
sure  that  an  individual  or  agency  au¬ 
thorized  direct  access  is  responsible  for 
A  the  physical  security  of  criminal  his¬ 
tory  record  Information  imder  its  control 
or  in  its  custody  and  B  the  protection  of 
such  information  from  unauthorized  ac¬ 
cess,  disclosure  or  dissemination. 

(vii)  Procedures  are  instituted  to  pro¬ 
tect  any  central  repository  of  criminal 
history  record  information  from  unau¬ 
thorized  access,  theft,  sabotage,  fire, 
flood,  wind,  or  other  natoral  or  manmade 
disasters. 

(B)  A  criminal  justice  agency  shall 
have  the  right  to  audit,  monitor  and 
inspect  procedures  established  above. 

(4)  The  criminal  justice  agency  will: 

(A)  Screen  and  have  the  right  to  re¬ 
ject  for  employment,  based  on  good 
cause,  all  persoimel  to  be  authorized  to 
have  direct  access  to  criminal  history 
record  information. 

(B)  Have  the  right  to  initiate  or  cause 
to  be  Initiated  administrative  action 
leading  to  the  transfer  or  removal  of 
personnel  authorized  to  have  direct  ac¬ 
cess  to  such  infon|)ation  where  such  per¬ 
sonnel  violate  the  provisions  of  these 
regulations  or  other  security  require¬ 
ments  established  for  the  collection, 
storage,  or  dissemination  of  criminal  his¬ 
tory  record  information. 

(C)  Institute  procedures,  where  com¬ 
puter  processing  is  not  utilized,  to  assure 
that  an  Individual  or  agency  authorized 
direct  access  is  responsible  for  (i)  the 
physical  security  of  criminal  history  rec¬ 
ord  Information  under  its  control  or  in 
its  custody  and  (il)  the  protection  of  such 
Information  from  unauthorized  access, 
disclosure,  or  dissemination. 

(D)  Institute  procedures,  where  ewn- 
puter  processing  is  not  utilized,  to  pro¬ 
tect  any  central  repository  of  criminal 
history  record  Information  frwn  unau¬ 
thorized  access,  theft,  sabotage,  fire, 
flood,  wind,  or  other  natural  or  man¬ 
made  disasters. 

(E)  Provide  that  direct  access  to  crim¬ 
inal  history  record  Information  shall 
be  available  only  to  authorized  officers 
or  employees  of  a  criminal  justice  agency 
and,  as  necessary,  other  authorized  per- 
8(Hmel  essential  to  the  proper  operation 
of  the  criminal  history  record  Informa¬ 
tion  system. 

(5)  Each  employee  working  with  or 
having  access  to  criminal  history  record 


information  shall  be  made  familiar  with 
the  substance  and  Intent  of  these  regu¬ 
lations. 

(g)  Access  and  review.  Insure  the  in¬ 
dividual’s  right  to  access  and  review  of 
criminal  history  information  for  pur¬ 
poses  of  accuracy  and  completeness  by 
instituting  procedures  so  that — 

(1)  Any  individual  shall,  upon  satis¬ 
factory  verificatiMi  of  his  identity,  be  en¬ 
titled  to  review  without  undue  burden  to 
either  the  criminal  justice  agmey  or  the 
Individual,  any  criminal  history  record 
information  maintained  about  the  in¬ 
dividual  and  obtain  a  copy  thereof  when 
necessary  for  the  purpose  of  challenge 
or  correction: 

(2)  Administrative  review  and  neces¬ 
sary  correction  of  any  claim  by  the  In¬ 
dividual  to  whom  the  information  relates 
that  the  information  is  Inaccurate  or  in¬ 
complete  is  provided; 

(3)  The  State  shall  establish  and  im¬ 
plement  procedures  for  administrative 
appeal  where  a  criminal  justice  agency 
refuses  to  correct  challenge  Information 
to  the  satisfaction  of  the  individual  to 
whom  the  information  relates; 

(4)  Upon  request,  an  Individual  whose 
record  has  been  corrected  shall  be  given 
the  names  of  all  non-criminal  justice 
agencies  to  whian  the  data  has  been 
given; 

(5)  The  correcting  agency  shall  no¬ 
tify  all  criminal  justice  recipients  of 
corrected  information;  and 

(6)  ’The  individual’s  right  to  access 
and  review  of  criminal  history  record 
Information  shall  not  extend  to  data 
contained  In  intelligence,  investigatory, 
or  other  related  files  and  shall  not  be 
construed  to  Include  any  other  Informa¬ 
tion  than  that  defined  by  S  20.3(b). 

§  20.22  Certification  of  Compliance. 

(a)  Each  State  to  which  these  regu¬ 
lations  are  applicable  shall  with  the  sub¬ 
mission  of  its  plan  provide  a  certifica¬ 
tion  that  to  the  maximum  extent 
feasible  action  has  been  taken  to  comply 
with  the  procedures  set  forth  In  the 
plan.  Maximum  extent  feasible.  In  this 
subsection,  means  actions  which  can  be 
taken  to  comply  with  the  procedures  set 
forth  In  the  plan  that  do  not  require 
additional  le^lative  authority  or  In¬ 
volve  unreasonable  cost  or  do  not  ex¬ 
ceed  existing  technical  ability. 

(b)  The  certification  shall  include — 

(1)  An  outline  of  the  action  which 
has  been  Instituted.  At  a  minimum,  the 
requirements  of  access  and  review  under 
S  20.21  <g)  must  be  completely  opera¬ 
tional; 

(2)  A  description  of  any  legislation 
or  executive  order,  or  attempts  to  obtain 
such  authority  that  has  been  Instituted 
to  comply  with  these  regulations; 

(3)  A  description  of  the  steps  taken 
to  overcome  any  fiscal,  technical,  and 
administrative  barriers  to  the  develop¬ 
ment  of  complete  and  accurate  criminal 
history  record  Information; 

(4)  A  description  of  existing  system 
capability  and  steps  being  takoi  to  up¬ 
grade  such  capability  to  meet  the  re¬ 
quirements  of  these  regulations;  and 


FEDERAL  REGISTER,  VOL.  41,  NO.  55 — FRIDAY,  MARCH  19,  1976 


RULES  AND  REGULATIONS 


11717 


(5)  A  listing  setting  forth  categories 
of  non-criminal  Justice  dissemination. 
See  §  20.21(b). 

§  20.23  Documentation:  Approval  by 
LEAA. 

Within  90  days  of  the  receipt  of  the 
plan,  LEAA  shall  approve  or  disapprove 
the  adequacy  of  the  provisions  of  the 
plan  and  certification.  Evaluation  of  the 
plan  by  LEAA  will  be  based  upon  whether 
the  procedures  set  forth  will  accomplish 
the  required  objectives.  The  evaluation 
of  the  certification(s)  will  be  based  upon 
Y^rhether  a  good  faith  effort  has  been 
shown  to  initiate  and/or  further  com¬ 
pliance  with  the  plan  and  regulations. 
All  procedures  in  the  approved  plan  must 
be  fully  operational  and  implemented  by 
December  31,  1977.  A  Anal  certification 
shall  be  submitted  in  December  1977. 

§  20.24  State  laws  on  privacy  and  secu¬ 
rity. 

Where  a  State  originating  criminal 
history  record  information  provides  for 
sealing  or  purging  thereof,  nothing  in 
these  regulations  shall  be  construed  to 
prevent  any  other  State  receiving  such 
information,  upon  notification,  from 
complying  with  the  originating  State’s 
sealing  or  purging  requirements. 

§  20.25  Penalties. 

Any  agency  or  individual  violating 
subpart  B  of  these  regulations  shall  be 
subject  to  a  fine  not  to  exceed  $10,000. 
In  addition,  LEAA  may  initiate  fund 
cut-off  procedures  against  recipients  of 
LEAA  assistance. 

Richard  W.  Velde, 
Administrator. 

Appendix — Commentary  on  Selected 

Sections  of  the  Regulations  on 

Crimial  History  Record  Information 

Systems 

Subpart  A — §  20.3(b).  The  definition 
of  criminal  history  record  information 
is  intended  to  include  the  basic  offender- 
based  transaction  statistics /computer¬ 
ized  criminal  history  (OBTS/CCH)  data 
elements.  If  notations  of  an  arrest,  dis¬ 
position,  or  other  formal  criminal  Justice 
transactions  occur  in  records  other  than 
the  traditional  “rap  sheet’’  such  as  ar¬ 
rest  reports,  any  criminal  history  record 
informaticHi  contained  in  such  reports 
comes  under  the  definition  of  this  sub¬ 
section. 

The  definition,  however,  does  not  ex¬ 
tend  to  other  information  contained  in 
criminal  Justice  agency  reports.  InteUi- 
gence  or  investigative  information  (e.g., 
suspected  criminal  activity,  associates, 
hangouts,  financial  information,  owner- 
ship  of  property  and  vehicles)  is  not  in¬ 
cluded  in  the  definition  of  criminal  his¬ 
tory  information. 

§  20.3(c).  The  definitions  of  criminal 
justice  agency  and  administration  of 
criminal  justice  of  20.3(c)  must  be  con¬ 
sidered  together.  Included  as  criminal 
justice  agencies  would  be  traditional 
police,  courts,  and  corrections  agencies 
as  well  as  subimits  of  non-criminal  jus¬ 
tice  agencies  performing  a  fimction  of 
the  administration  of  criminal  justice 
pursuant  to  Federal  or  State  statute  or 


executive  order.  The  above  subunits  of 
non-criminal  justice  agencies  would  in¬ 
clude  for  example,  the  Office  of  Investi¬ 
gation  of  the  U.S.  Department  of  Agri¬ 
culture  which  has  as  its  principal  func¬ 
tion  the  collection  of  evidence  for 
criminal  prosecutions  of  fraud.  Also  in¬ 
cluded  under  the  definition  of  criminal 
Justice  agency  are  umbrella-type  admin¬ 
istrative  agencies  supplying  criminal  his¬ 
tory  information  services  such  as  New 
York’s  Division  of  Criminal  Justice 
Services. 

§  20.3(e).  Disposition  is  a  key  con¬ 
cept  in  section  524(b)  of  the  Act  and  in 
20.21(a)(1)  and  20.21(b).  It,  therefore, 
is  defined  in  some  detail.  Ihe  specific 
dispositions  listed  in  this  subsection  are 
examples  only  and  are  not  to  be  con¬ 
strued  as  excluding  other  unspecified 
transactions  concluding  criminal  pro¬ 
ceedings  within  a  particular  agency. 

§20.3(k).  The  different  kinds  of  ac¬ 
quittals  and  dismissals  as  delineated  in 
20.3(e)  are  all  considered  examples  of 
nonconviction  data. 

Subpart  B — S  20.20(a).  These  regula¬ 
tions  apply  to  criminal  Justice  agencies 
receiving  funds  under  the  Omnibus 
Crime  Control  and  Safe  Streets  Act  for 
manual  or  automated  systems  subse¬ 
quent  to  July  1, 1973.  In  the  hearings  on 
the  regulations,  a  number  of  those  testi¬ 
fying  challenged  LEAA’s  authority  to 
promulgate  regulations  for  manual  sys¬ 
tems  by  contending  that  section  524(b) 
of  the  Act  governs  criminal  history  in¬ 
formation  contained  in  automated  sys¬ 
tems. 

The  intent  of  section  524(b) .  however, 
would  be  subverted  by  only  regulating 
automated  systems.  Any  agency  that 
wished  to  circumvent  ^e  regulations 
would  be  able  to  create  duplicate  manual 
files  for  purposes  contrary  to  the  letter 
and  spirit  of  the  regulations. 

Regulation  of  manual  systems,  there¬ 
fore,  is  authorized  by  section  524(b) 
when  coupled  with  section  501  of  the 
Act  which  authorizes  the  Administration 
to  establish  rules  and  regulations  “neces¬ 
sary  to  the  exercise  of  its  fimc- 
tions  •  • 

The  Act  clearly  applies  to  all  criminal 
history  record  information  collected, 
stored,  or  disseminated  with  LEAA  sup¬ 
port  subsequent  to  July  1,  1973. 

Limitations  as  contained  in  Subpart 
C  also  apply  to  information  obtained 
from  the  FBI  Identification  Division  or 
the  FBI/NCIC  System. 

§20.20  (b)  and  (c).  Section  20.20  (b) 
and  (c)  exempts  from  regulations  cer¬ 
tain  types  of  records  vital  to  the  ap¬ 
prehension  of  fugitives,  freedom  of  the 
press,  and  the  public’s  right  to  know. 
Court  records  of  public  Judicial  proceed¬ 
ings  are  also  exempt  from  the  provisions 
of  the  regulations. 

Section  20.20(b)  (2)  attempts  to  deal 
with  the  problem  of  computerized  police 
blotters.  In  some  local  Jurisdictions,  it 
is  apparently  possible  for  private  indi- 
vidimls  and/or  newsmen  upon  submis¬ 
sion  of  a  specific  name  to  obtain  through 
a  computer  search  of  the  blotter  a  his¬ 
tory  of  a  person’s  arrests.  Such  files  cre¬ 
ate  a  partial  criminal  history  data  bank 


potentially  damaging  to  individual  pri¬ 
vacy.  especially  since  they  do  not  contain 
final  dispositions.  By  requiring  that  such 
records  be  accessed  solely  on  a  chrcmo- 
loglcal  basis,  the  regulations  limit  in¬ 
quiries  to  specific  time  periods  and  dis¬ 
courage  general  fishing  expeditions  into 
a  person’s  private  life. 

Subsection  20.20(c)  recognizes  that 
announcements  of  ongoing  developments 
in  the  criminal  Justice  process  should  not 
be  precluded  from  public  disclosure. 
Thus,  annnoucements  of  arrest,  convic¬ 
tions.  new  developments  in  the  course 
of  an  investigation  may  be  made.  It  is 
also  permissible  for  a. criminal  Justice 
agency  to  confirm  certain  matters  of 
public  record  information  upon  specific 
inquiry.  'Thus,  if  a  question  is  raised: 
“Was  X  arrested  by  your  agency  on  Jan¬ 
uary  3,  1975’’  and  this  can  be  con¬ 
firmed  or  denied  by  looking  at  one  of 
the  records  enumerated  in  subsection  (b) 
above,  then  the  criminal  Justice  agency 
may  respond  to  the  inquiiY.  Conviction 
data  as  stated  in  20.21(b)  may  be  dis¬ 
seminated  without  limitation. 

§  20.21.  The  regulations  deliberately 
refrain  from  specifying  who  within  a 
State  should  be  responsible  for  prepar¬ 
ing  the  plan.  This  specific  determination 
should  be  made  by  the  Governor.  The 
State  has  90  days  from  the  publication 
of  these  revised  regulations  to  submit  the 
portion  of  the  plan  covering  20.21(b) 
and  20.21(f). 

§  20.21(a)  (1).  Section  524(b)  of  the 
Act  requires  that  LEAA  insure  criminal 
history  information  be  current  and  that, 
to  the  maximum  extent  feasible,  it  con¬ 
tain  disposition  as  well  as  current  data. 

It  is,  however,  economically  and  ad¬ 
ministratively  impractical  to  maintain 
complete  criminal  histories  at  the  local 
level.  Arrangements  for  local  police  de¬ 
partments  to  keep  track  of  dispositions 
by  agencies  outside  of  the  local  Jurisdic¬ 
tions  generally  do  not  exist.  It  would, 
moreover,  be  bad  public  policy  to  en¬ 
courage  such  arrangements  since  it  would 
result  in  an  expensive  duplication  of 
files. 

The  alternatives  to  locally  kept  crimi¬ 
nal  histories  are  records  maintained  by 
a  central  State  repository.  A  central 
State  repository  is  a  State  agency  having 
Uie  function  pursuant  to  a  statute  or 
executive  order  of  maintaining  compre¬ 
hensive  statewide  criminal  history  rec¬ 
ord  information  files.  Ultimately,  through 
automatic  data  processing  the  State  level 
will  have  the  capability  to  handle  all 
requests  for  in-State  criminal  history 
information. 

Section  20.20(a)  (1)  is  written  with  a 
centralized  State  criminal  history  reposi¬ 
tory  in  mind.  The  first  sentence  of  the 
subsection  states  that  complete  records 
should  be  retained-  at  a  central  State 
repository.  'The  word  “should”  is  permis¬ 
sive;  it  suggests  but  does  not  mandate  a 
central  State  repository. 

The  regulations  do  require  that  States 
establish  procedures  for  State  and  local 
criminal  Justice  agencies  to  query  cen¬ 
tral  State  repositories  wherever  they 
exist.  Such  procedures  are  intended  to 
insure  that  the  most  current  criminal 
Justice  information  is  used. 
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As  a  minimum,  criminal  justice  agen> 
cies  subject  to  these  regulations  must 
make  inquiries  of  central  State  reposi¬ 
tories  whenever  the  repository  is  capable 
of  meeting  the  user’s  request  within  a 
reasonable  time.  Presently,  comprehen¬ 
sive  records  of  an  individual’s  transac¬ 
tions  within  a  State  are  maintained  in 
manual  files  at  the  State  level,  if  at  all. 

It  is  probably  unrealistic  to  expect  man¬ 
ual  systems  to  be  able  immediately  to 
meet  many  rapid-access  needs  of  police 
and  prosecutors.  On  the  other  hand, 
queries  of  the  State  caitral  repository  for 
most  non -criminal  justice  purposes  prob¬ 
ably  can  and  should  be  made  prior  to 
dissemination  of  criminal  history  record 
information. 

§  20.21(b).  The  limitations  on  dis¬ 
semination  in  this  subsection  are  essen¬ 
tial  to  fulfill  the  mandate  of  section 
524(b)  of  the  Act  which  requires  the  Ad¬ 
ministration  to  assure  that  the  “privacy 
of  all  information  is  adequately  provided 
for  and  that  information  shall  only  be 
used  for  law  enforcement  and  criminal 
justice  and  other  lawful  purposes.’’  The 
categories  for  dissemination  established 
in 'this  section  refiect  suggestions  by 
hearing  witnesses  and  respondents  sub¬ 
mitting  written  commoitary. 

The  regulations  distinguish  between 
conviction  and  nonconviction  informa¬ 
tion  insofar  as  dissemination  is  con¬ 
cerned.  Conviction  information  is  cur¬ 
rently  made  available  without  limitation 
in  many  jurisdictions.  Under  these  reg¬ 
ulations.  conviction  data  and  pending 
charges  could  continue  to  be  dissemi¬ 
nated  routing.  No  statute,  ordinance, 
executive  order,  or  court  rule  is  necessary 
in  order  to  authorize  dissemination  of 
(xmviction  data.  However,  nothing  in  the 
regxilations  shall  be  construed  to  negate 
a  State  law  limiting  such  dissemination. 

After  December  31.  1977.  dissemina¬ 
tion  of  nonconviction  data  would  be  al¬ 
lowed,  if  authorized  by  a  statute,  ordi¬ 
nance,  executive  order,  or  court  rule,  de¬ 
cision,  or  order.  Tlie  December  31,  1977, 
deadline  allows  the  States  time  to  review 
and  determine  the  kinds  of  dissemina¬ 
tion  for  non-criminal  justice  purposes  to 
be  authorized.  When  a  State  enacts 
comprehensive  legislation  in  this  area, 
such  legislation  will  govern  dissemina¬ 
tion  by  local  jurisdictions  within  the 
State.  It  is  possible  for  a  public  record 
law  which  has  been  construed  by  the 
State  to  authorize  access  to  the  public 
of  all  State  records,  including  criminal 
history  record  information,  to  be  (x>n- 
sidered  as  statutory  authority  imder  this 
subsection.  Federal  legislation  and  execu¬ 
tive  orders  can  also  authorize  dissemina¬ 
tion  and  would  be  relevant  authority. 

For  example.  Civil  Service  suitability 
investigations  are  conducted  under  Ex¬ 
ecutive  Order  10450.  This  is  the  au¬ 
thority  for  most  investigations  c(hi- 
ducted  by  the  Commission.  Section  3(a) 
of  10450  prescribes  the  minimum  scope  of 
Investigation  and  requires  a  check  of 
FBI  fingerprint  files  and  written  inquir¬ 
ies  to  appropriate  law  enforcement  agen¬ 
cies. 

9  20.21(b)(3).  This  subsection  would 
permit  private  agencies  such  as  the  Vera 
Institute  to  receive  criminal  histories 


where  they  perform  a  necessary  admin¬ 
istration  of  justice  fimction  such  as  pre¬ 
trial  release.  Private  consulting  firms 
which  commonly  assist  criminal  justice 
agencies  in  information  systons  devel¬ 
opment  would  also  be  included  here. 

9  20.21(b)(4).  Under  this  subsection, 
any  good  faith  researchers  including  pri¬ 
vate  individuals  would  be  permitted  to 
use  criminal  history  record  information 
for  research  purposes.  As  with  the  agen¬ 
cies  designated  in  9  20.21(b)(3)  re¬ 
searchers  would  be  bound  by  an  agree¬ 
ment  with  the  disseminating  criminal 
justice  agency  and  would,  of  course,  be 
subject  to  the  sanctions  of  the  Act 
The  drafters  of  the  regulations  ex¬ 
pressly  rejected  a  suggestion  which 
would  have  limited  access  for  research 
purposes  to  certified  research  organiza¬ 
tions.  Specifically  “certification’’  criteria 
would  have  been  extremely  diflBcult  to 
draft  and  would  have  inevitably  led  to 
unnecessary  restrictions  <m  legitimate 
research. 

Section  524(a)  of  the  Act  which  forms 
part  of  the  requirements  of  this  section 
states: 

“Except  as  provided  by  Federal  law  other 
than  this  title,  no  officer  or  employee  of  the 
Federal  Oovemment,  nmr  any  recipient  of 
assistance  under  the  provisions  ot  this  title 
shaU  use  or  reveal  any  research  or  statistical 
Information  furnished  under  this  title-  by 
any  person  and  Identifiable  to  any  specific 
private  person  for  any  purpose  other  than 
the  purpose  tor  which  it  was  obtained  In  ac¬ 
cordance  with  this  title.  Copies  of  such  In¬ 
formation  shall  be  Immune  from  legal  proc¬ 
ess,  and  shall  not,  without  the  consent  of  the 
person  furnishing  such  Information,  be  ad¬ 
mitted  as  evidence  or  used  for  any  purpose 
in  any  action,  suit,  or  other  judicial  or  ad¬ 
ministrative  proceedings." 

LEAA  anticipates  issuing  regulations 
pursuant  to  Section  524(a)  as  sotm  as 
possible. 

i  20.21(c)  (2).  Presently  some  employ¬ 
ers  are  circumventing  State  and  local 
diss^nination  restrictions  by  requesting 
applicants  to  obtain  an  official  certifica¬ 
tion  of  no  criminal  record.  An  ^ployer’s 
request  under  the  above  circumstances 
gives  the  aivlicant  the  unenviable  choice 
of  invasion  of  his  iHivacy  or  loss  of  pos¬ 
sible  job  opportunities.  Under  this  sub¬ 
section  routine  certifications  of  no  record 
would  no  longer  be  permitted.  In  ex¬ 
traordinary  circumstances,  however,  an 
individual  could  obtain  a  court  order 
permitting  such  a  certification. 

120.21(c)(3).  The  language  of  this 
subsection  leaves  to  the  States  the  ques¬ 
tion  of  who  among  the  agencies  and  in¬ 
dividuals  listed  in  120.21(b)  shall  ac¬ 
tually  receive  criminal  records.  Under 
these  regulations  a  State  could  place  a 
total  ban  on  dissemination  if  it  so  wished. 
TTie  Ettate  could,  on  the  other  hand, 
enact  laws  authorizing  any  member  of 
the  private  sector  to  have  access  to  non- 
coni^tion  data. 

9  20.21(d).  Non-criminal  justice  agen¬ 
cies  will  not  be  able  to  receive  records  of 
juveniles  unless  the  language  of  a  statute 
or  court  order,  rule,  or  court  decision 
specifies  that  juvenile  records  shall  be 
available  for  dissemination.  Perhaq^s  the 
most  controversial  part  of  this  subsecticm 
is  that  it  denies  access  to  records  of 


juveniles  by  Federal  agencies  conducting 
background  investigations  for  eligibility 
to  classified  information  imder  existing 
legal  authority. 

S  20.21(e) .  Since  it  would  be  too  costly 
to  audit  each  criminal  justice  agency  in 
most  States  (Wisconsin,  for  example,  has 
1075  criminal  justice  agencies)  random 
audits  of  a  “representative  sample’’  of 
agencies  are  the  next  best  alternative. 
The  term  “representative  samide’’  is  used 
to  insure  that  audits  do  not  simply  focus 
on  certain  types  of  agencies.  Although 
this  subsection  requires  that  there  be 
records  kept  with  the  names  of  all  per-^ 
sons  or  agencies  to  whom  information  is 
diss^ninated,  criminal  justice  agencies 
are  not  required  to  maintain  dissemina¬ 
tion  logs  for  “no  record’’  responses. 

9  20.21(f).  Requironents  are  set  forth 
which  the  States  must  meet  in  order  to 
assure  that  criminal  history  record  in¬ 
formation  is  adequately  protected.  Auto¬ 
mated  systems  may  operate  in  shared 
environments  and  the  regulations  requh'e 
certain  minimum  assurances. 

9  20.21(g)(1).  A  “challenge”  under 
this  section  is  an  oral  or  written  conten¬ 
tion  by  an  individual  that  his  record  is 
inaccurate  or  inc<Knplete;  it  would  re¬ 
quire  him  to  give  a  correct  version  of  his 
record  and  explain  why  he  believes  his 
version  to  be  correct.  While  an  individ¬ 
ual  should  have  access  to  his  record  for 
review,  a  copy  of  the  record  should  ordi¬ 
narily  only  be  given  when  it  is  clearly 
established  that  it  is  necessary  for  the 
purpose  of  challenge. 

’Ihe  drafters  of  the  subsection  express¬ 
ly  rejected  a  suggestion  that  would  have 
called  for  a  satisfactory  verification  of 
identity  by  fingerprint  cMnparison.  It 
was  felt  that  States  ought  to  be  free  to 
determine  other  means  of  identity  verifi¬ 
cation. 

'  9  20.21(g)(5).  Not  every  agency  will 
have  done  this  in  the  past,  but  hence¬ 
forth  adequate  records  including  those 
required  imder  20.2i(e)  must  be  kept  so 
that  notificatkm  can  be  made. 

9  20.21(g)  (6) .  *17118  section  emi^asizes 
that  the  right  to  access  and  review  ex¬ 
tends  only  to  criminal  history  record  in¬ 
formation  and  does  not  include  other  in- 
fmmatkm  such  as  intelligence  or  treat¬ 
ment  data. 

9  20.22(a) .  The  purpose  for  the  certifi¬ 
cation  requirement  is  to  indicate  the  ex¬ 
tent  comidiance  with  these  regula¬ 
tions.  The  term  "maximum  extent  feasi¬ 
ble”  acknowledges  that  there  are  some 
areas  such  as  the  comideteness  require¬ 
ment  which  create  comidex  legl^tive 
and  financial  problems. 

Non:  In  preparing  the  plana  required  by 
these  regulations.  States  should  look  for 
guidance  to  the  following  documents:  Na¬ 
tional  Advisory  Commission  on  (Criminal 
Justice  Standards  and  Goals,  Beport  on  the 
Criminal  Justice  System;  Project  SBARCH: 
Security  and  Privacy  Considerations  In  Crim¬ 
inal  History  Information  Systems,  Technical 
Reports  No.  2  and  No.  13;  Project  SBARCH: 
A  Model  State  Act  for  Criminal  Offender 
Record  Information.  Technical  Memorandum 
No.  3;  and  Project  SEARCH:  Model  Admin¬ 
istrative  Regulations  for  Criminal  Offender 
Record  Information,  Technical  Memorandum 
No.  4. 
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